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Abstract 

In an era of pervasive data collection, the relationship between consumers 
and e-commerce firms is increasingly complex. This study investigates the 
social dynamics of trust within this digital environment. It moves beyond a 
purely commercial framework to empirically test a structural model 
quantifying how data-driven personalization and perceived data 
transparency influence consumer purchase intention, mediated by the crucial 
construct of system trust. A quantitative, cross-sectional survey was 
conducted with 450 adult e-commerce users from Germany, France, and 
Poland, representing diverse European markets under the General Data 
Protection Regulation (GDPR). The survey utilized validated scales for 
Perceived Personalization, Perceived Data Transparency, Consumer Trust, 
and Purchase Intention. The hypothesized relationships were tested using 
Structural Equation Modeling (SEM). The SEM analysis confirmed an excellent 
model fit. Both Perceived Personalization (β = .35) and Perceived Data 
Transparency (β = .42) were strong, significant predictors of Consumer Trust. 
Notably, transparency emerged as a slightly more powerful antecedent. 
Consumer Trust, in turn, was a powerful predictor of Purchase Intention (β = 
.58) and fully mediated the effects of both personalization and transparency. 
This highlights trust as the central mechanism governing consumer 
behavioral responses to corporate data practices. This study provides a 
robust empirical model that integrates marketing concepts with sociological 
theories of trust. It demonstrates that the benefits of personalization and the 
ethics of transparency are not opposing forces but complementary pillars for 
building system trust in the digital economy. The findings offer critical 
insights for creating more trustworthy and sustainable digital ecosystems, 
with implications for corporate strategy, data governance, and public policy 
in the post-GDPR landscape. 
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1. Introduction

The contemporary digital economy operates on a new form of capital: personal data. 
The proliferation of consumer touchpoints has created an environment of 
"surveillance capitalism," where the tracking and analysis of human experience are 
core business processes (Zuboff, 2019). For commercial entities, this data-rich 
landscape offers unprecedented opportunities to "decode" consumer behavior 
through the sophisticated tools of data science and artificial intelligence (Chkoniya, 
2021). The paradigm has shifted decisively from broad market segmentation 
(Tkaczynski et al., 2018) to hyper-individualized, predictive engagement. By 
leveraging vast datasets, firms can deliver personalized marketing, anticipatory 
recommendations, and tailored services, creating significant value for both the 
business and, ostensibly, the consumer (Tong, Luo, & Xu, 2020). 

However, this data-intensive model exists within a broader social context 
characterized by what sociologists like Giddens (1991) and Beck (1992) describe as 
a "risk society." In such a society, individuals must constantly navigate complex, 
opaque, and often global systems over which they have little direct control. The digital 
marketplace is a prime example of such a system. Consumers are increasingly aware 
that their online activities are meticulously monitored, yet the algorithms that use this 
data remain "black boxes," creating a profound sense of vulnerability and uncertainty. 
This tension manifests as the well-documented "privacy paradox," where individuals 
express high concern for privacy while simultaneously engaging in data-sharing 
behaviors (Kokolakis, 2017). This paradox is not merely an irrational quirk; it is a 
symptom of a deeper challenge concerning trust in abstract systems. 

In this context, trust transcends its traditional definition in marketing literature as a 
simple belief in a brand's reliability. It becomes, as the sociologist Niklas Luhmann 
(1979) argued, a fundamental mechanism for reducing social complexity. Trust 
allows individuals to engage with systems (like e-commerce platforms) whose inner 
workings they cannot fully comprehend. Giddens (1991) further distinguishes 
between personal trust (in individuals) and system trust (in abstract principles or 
institutions). In the impersonal world of e-commerce, it is this system trust—a faith 
in the fairness, security, and ethical integrity of the digital marketplace and the firms 
within it—that is paramount. 

The challenge for firms, therefore, is not just an algorithmic one of optimizing 
personalization, but a social one of cultivating system trust. This is particularly acute 
in Europe, where the General Data Protection Regulation (GDPR) has institutionalized 
consumer data rights, making transparency a legal and social expectation. While the 
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conceptual tension between the benefits of personalization and the risks of data 
opacity has been widely discussed (Voicu, 2018), there remains a significant gap in 
the empirical literature. Few studies have quantitatively modeled how these two key 
facets of a corporate data strategy—the functional utility of personalization and the 
ethical signal of transparency—interact to build or erode system trust within a social 
science framework. 

This study aims to fill that gap. Moving beyond the conceptual framework outlined by 
Chkoniya (2021), we propose and empirically test a structural model that addresses 
the following research question: How do perceived personalization and perceived data 
transparency jointly influence the formation of system trust, and how does this trust, in 
turn, mediate the relationship with consumer purchase intention in the European e-
commerce sector? We hypothesize that both personalization and transparency are 
positive antecedents of trust, and that trust is the central mediating variable that 
converts positive perceptions of a company's data practices into behavioral intent. By 
quantifying these pathways, this study seeks to provide an empirically grounded 
model of trust dynamics in the digital economy, offering insights that are relevant not 
only for marketers but also for policymakers and social scientists concerned with the 
architecture of our digital future. 

2. Literature Review and Hypothesis Development 

2.1. The Social Construction of Trust in Digital Environments 

Trust is a foundational concept in the social sciences, essential for cooperation and 
the stability of social relations. In pre-modern societies, trust was primarily 
interpersonal, rooted in face-to-face interactions and shared community norms. 
However, the rise of modernity and globalization has shifted the locus of trust 
towards abstract systems (Giddens, 1991). We trust that airplanes will fly and that 
money will hold its value, not because we know the pilots or bankers, but because we 
have faith in the complex systems of regulation, expertise, and technology that 
underpin them. This is "system trust." 

The digital economy represents a new frontier for system trust. E-commerce 
platforms, recommendation algorithms, and data privacy policies are all abstract 
systems that consumers must trust to engage in online transactions. Luhmann (1979) 
posits that trust is a strategy for coping with a future that is inherently uncertain; it is 
a "leap of faith" that reduces complexity and enables action. When a consumer makes 
an online purchase, they are trusting the system to protect their financial data, deliver 
the correct product, and use their behavioral data ethically. A failure in any of these 
areas damages not just the relationship with one company, but can erode trust in the 
digital ecosystem as a whole. 

Within this framework, consumer trust in an e-commerce firm can be understood as 
a composite of beliefs about the firm's competence (it can deliver on its promises), 
benevolence (it has the consumer's interests at heart), and integrity (it adheres to a 
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set of acceptable principles) (Mayer, Davis, & Schoorman, 1995). The data practices 
of a firm—specifically its use of personalization and its commitment to 
transparency—serve as powerful signals that inform these beliefs and thereby 
construct or deconstruct system trust. 

2.2. Personalization as a Double-Edged Sword: Service and Surveillance 

Personalization is the most visible output of corporate data science. It is the practice 
of tailoring content, recommendations, and communications to an individual's 
presumed interests, based on their past behavior and demographic profile (Tong et 
al., 2020). From a functional perspective, effective personalization can enhance 
system trust by signaling competence. When a platform provides relevant 
recommendations, it reduces the consumer's search costs and information overload, 
making the complex marketplace feel more manageable and responsive (Amo & 
Pardo, 2024). This creates a perception that the company "understands" the 
consumer, fostering a sense of value and reinforcing the belief that the system is 
competent and benevolent. 

However, the same mechanisms that enable this service are also mechanisms of 
surveillance. As Zuboff (2019) argues, the logic of surveillance capitalism requires the 
continuous extraction and analysis of personal data to create behavioral predictions 
for commercial ends. When personalization becomes too specific or draws on 
information the consumer did not knowingly provide, it can cross a line from "helpful" 
to "creepy" (Lelkes, 2021). This "creepiness" is a manifestation of trust violation. It 
signals that the system's surveillance is more extensive than anticipated, raising 
questions about its integrity and benevolence. The consumer may feel monitored 
rather than served, transforming a potentially positive interaction into one that 
generates suspicion and risk aversion. Therefore, the effect of personalization on trust 
is not guaranteed; it is contingent on how the underlying data practices are perceived. 
This leads to our first hypothesis: 

H1: Perceived Personalization is positively associated with Consumer Trust. 

While we hypothesize a positive relationship, we also theorize that its ultimate effect 
on behavior is not direct. A consumer may appreciate personalization but will not act 
on it if they do not trust the company. This suggests that any link between 
personalization and purchase intention is likely channeled through the establishment 
of trust, a point we will return to in our mediation hypotheses. Thus, we also propose 
a direct link to test against the mediated path: 

H2: Perceived Personalization is positively associated with Purchase Intention. 

2.3. Data Transparency as a Foundation for System Trust 

If personalization signals competence, transparency signals integrity. Perceived Data 
Transparency refers to a consumer's belief that a company is open, honest, and clear 
about what data it collects, why it collects it, and how it is used (Li & Li, 2023). In the 
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context of complex and opaque data systems, transparency is a primary mechanism 
for building system trust. It counteracts the information asymmetry and power 
imbalance that exists between corporations and consumers (Martin & Nissenbaum, 
2017). By being transparent, a company voluntarily makes its operations more 
legible, reducing uncertainty and demonstrating respect for consumer autonomy. 

In the post-GDPR European context, transparency is not merely an ethical ideal but a 
legal requirement. However, compliance is not the same as genuine transparency. 
Long, jargon-filled privacy policies and confusing cookie banners may meet legal 
standards but fail to build trust. True transparency involves clear communication, 
accessible controls, and honest explanations of the value exchange (i.e., what the 
consumer gets in return for their data). When a company is proactively transparent, 
it sends a powerful signal of integrity. It suggests that the company has nothing to 
hide and is willing to be held accountable, which directly fosters the belief that it will 
act in the consumer's best interest. Conversely, opacity breeds suspicion, forcing 
consumers to assume the worst about how their data is being handled, which erodes 
trust rapidly. Therefore, we hypothesize: 

H3: Perceived Data Transparency is positively associated with Consumer Trust. 

2.4. The Mediating Role of Trust in the Data-Driven Relationship 

Our central theoretical argument is that trust is not just one factor among many, but 
the core psychological mechanism through which consumers process a company's 
data strategies. Both personalization (competence signal) and transparency (integrity 
signal) are antecedents that build this crucial relational foundation. Without trust, 
personalization is perceived as invasive surveillance, and a lack of transparency is 
perceived as active deception. It is only when trust is established that the consumer 
feels safe enough to engage in a vulnerable act, such as making a purchase and sharing 
further data (Sharma & Singh, 2022). 

Trust reduces the perceived risks associated with e-commerce—financial risk (the 
product won't be as advertised), performance risk (the service will be poor), and 
privacy risk (my data will be misused). A consumer who trusts a brand is more willing 
to look past minor issues, engage with its marketing, and ultimately, commit to a 
purchase. This suggests that trust is the primary driver of behavioral intentions in this 
context. This leads to our final set of hypotheses, which position trust as the key 
mediator: 

H4: Consumer Trust is positively associated with Purchase Intention. 

H5: Consumer Trust mediates the relationship between Perceived Personalization and 
Purchase Intention. 

H6: Consumer Trust mediates the relationship between Perceived Data Transparency 
and Purchase Intention. 
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Based on this theoretical framework, we propose the conceptual model depicted in 
Figure 1. This model posits that Perceived Personalization and Perceived Data 
Transparency are dual, complementary drivers of Consumer Trust, which in turn is 
the primary driver of Purchase Intention. 

Figure 1. Hypothesized Structural Model 

Perceived Personalization 
(Independent Variable) 

→ 
Consumer Trust 
(Mediating Variable) 

→ 
Purchase Intention 
(Dependent 
Variable) Perceived Data Transparency 

(Independent Variable) 

Source: Developed by the author. 

3. Methodology 

3.1. Research Design and Sample 

To test the hypothesized structural model, this study employed a quantitative, cross-
sectional survey design. Data was collected via an online questionnaire administered 
in May 2023 through the Prolific academic research platform, which is recognized for 
providing high-quality and diverse respondent pools, mitigating some of the issues 
common to convenience sampling (Peer et al., 2017). To ensure the findings were 
relevant to the unique regulatory and social context of Europe, the sample was 
stratified across three major, distinct e-commerce markets: Germany, France, and 
Poland (n=150 for each country). This selection was purposeful: Germany represents 
one of Europe's largest and most mature e-commerce markets with historically 
strong privacy concerns; France represents another major Western European 
market; and Poland represents a large, rapidly growing Central European market. 
This diversity allows for more robust conclusions about dynamics within the 
overarching GDPR framework. 

Participants were screened to be 18 years or older and to have made at least one 
online purchase in the preceding six months. A total of 500 invitations were sent, 
resulting in 471 completed surveys (a response rate of 94.2%). To ensure data quality, 
several attention-check questions were embedded in the survey. Responses that were 
incomplete (n=12) or failed the attention checks (n=9) were removed. This resulted 
in a final, valid sample of N=450 for analysis. The demographic profile of the sample 
is detailed in Table 1. The sample shows a good balance in terms of gender, a wide 
distribution of ages and educational levels, and frequent engagement with e-
commerce, enhancing the external validity of the findings. 
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Table 1. Descriptive Statistics of Respondent Demographics (N=450) 

Variable Category / Statistic Value 

Gender Female 229 (50.9%) 

Male 218 (48.4%) 

Other 3 (0.7%) 

Age (Years) Mean (SD) 36.8 (11.4) 

Range 18 - 67 

18-29 158 (35.1%) 

30-45 185 (41.1%) 

46+ 107 (23.8%) 

Country Germany 150 (33.3%) 

France 150 (33.3%) 

Poland 150 (33.3%) 

Education High School or less 98 (21.8%) 

Bachelor's Degree 227 (50.4%) 

Master's Degree or higher 125 (27.8%) 

E-commerce Frequency Several times a week 112 (24.9%) 

Several times a month 261 (58.0%) 

Once a month or less 77 (17.1%) 

3.2. Instrumentation and Measures 

All constructs in the model were measured using established, multi-item scales drawn 
from high-impact literature, adapted to the specific context of e-commerce. To anchor 
their responses, participants were instructed to think of the online retailer they use 
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most frequently. A 7-point Likert scale (1 = Strongly Disagree, 7 = Strongly Agree) was 
used for all measurement items to capture a sufficient degree of variance. 

• Perceived Personalization (IV1): A 4-item scale was adapted from Amo and 
Pardo (2024) and Tong et al. (2020), chosen for its focus on the perceived 
relevance and tailoring of marketing efforts. Example items included: "The 
product recommendations this company shows me are relevant to my 
interests" and "This company's marketing messages feel like they are tailored 
specifically to me." (Cronbach’s α = .91). 

• Perceived Data Transparency (IV2): A 4-item scale was adapted from Li 
and Li (2023), selected for its clear operationalization of openness and clarity 
in data practices. Example items included: "It is very clear to me what 
personal data this company collects," "This company is open and honest about 
how it uses my data," and "I find this company's privacy policy easy to 
understand." (Cronbach’s α = .93). 

• Consumer Trust (MED): A 5-item scale was adapted from Sharma and Singh 
(2022) and Mayer et al. (1995), designed to capture the key facets of trust, 
including competence, integrity, and benevolence. Example items included: "I 
trust this company to keep its promises," "I believe this company is reliable," 
and "I feel that my personal data is safe with this company." (Cronbach’s α = 
.94). 

• Purchase Intention (DV): A 3-item scale was adapted from established 
marketing literature, focusing on future behavioral intent. Example items 
included: "I am highly likely to purchase from this company in the near 
future," and "I will continue to use this company for my online shopping 
needs." (Cronbach’s α = .90). 

3.3. Data Analysis Strategy 

The data was analyzed using the two-step approach to Structural Equation Modeling 
(SEM) recommended by Anderson and Gerbing (1988), using AMOS 28 software. This 
approach provides a more rigorous test of the model than single-step regression 
analyses. 

Step 1: Measurement Model. A Confirmatory Factor Analysis (CFA) was conducted 
on the full measurement model, including all 16 items for the four latent constructs. 
This step was crucial to establish the psychometric properties of the scales. We 
assessed model fit, reliability, and validity. Convergent validity was confirmed if the 
Average Variance Extracted (AVE) for each construct was above .50. Discriminant 
validity was established using the Fornell-Larcker criterion, which requires that the 
square root of a construct's AVE is greater than its correlation with any other 
construct. Internal consistency was assessed using both Cronbach's alpha and 
Composite Reliability (CR), with values above .70 considered acceptable. 
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Step 2: Structural Model. After confirming the validity of the measurement model, 
the hypothesized structural model (Figure 1) was tested. Model fit was evaluated 
using a battery of standard indices: the ratio of Chi-square to degrees of freedom 
(CMIN/DF < 3), the Comparative Fit Index (CFI > .95), the Tucker-Lewis Index (TLI > 
.95), and the Root Mean Square Error of Approximation (RMSEA < .06) (Hu & Bentler, 
1999). To test the mediation hypotheses (H5 and H6), bootstrapping with 5,000 
resamples was employed to generate 95% bias-corrected confidence intervals for the 
indirect effects. A significant indirect effect, indicated by a confidence interval that 
does not contain zero, provides support for mediation. 

3.4. Ethical Considerations 

The study protocol received approval from the university's institutional review 
board. All participants were presented with an informed consent form before 
beginning the survey, which outlined the study's purpose, the voluntary nature of 
participation, and the assurance of anonymity and data confidentiality. No personally 
identifiable information was collected, and the data was stored securely in 
accordance with GDPR principles. 

4. Results 

4.1. Measurement Model 

The first step of the analysis involved assessing the four-factor measurement model 
via CFA. The model demonstrated a good fit to the data: χ²(98) = 189.2, p < .001; 
CMIN/DF = 1.93; CFI = .98; TLI = .97; RMSEA = .048. All standardized factor loadings 
for the 16 items were significant (p < .001) and ranged from .78 to .92, well above the 
recommended .70 threshold. This indicates that the observed items are strong 
indicators of their respective latent constructs. 

The psychometric properties of the constructs were excellent. Composite reliability 
(CR) values for Perceived Personalization (.92), Perceived Data Transparency (.94), 
Consumer Trust (.95), and Purchase Intention (.91) all exceeded the .90 benchmark, 
indicating high internal consistency. Convergent validity was also established, as the 
Average Variance Extracted (AVE) for each construct was well above the .50 
threshold: Personalization (.74), Transparency (.79), Trust (.81), and Purchase 
Intention (.77). Finally, discriminant validity was confirmed using the Fornell-Larcker 
criterion. As shown in Table 2, the square root of the AVE for each construct (on the 
diagonal) was greater than its correlation with any other construct in the model. This 
confirms that the four constructs are empirically distinct and that the measurement 
instrument is both reliable and valid. 
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Table 2. Descriptive Statistics and Correlation Matrix for Latent Variables (N=450) 

Variable Mean SD 1 2 3 4 

1. Perceived Personalization 4.31 1.33 (.86) 

2. Perceived Data Transparency 3.65 1.51 .41** (.89) 

3. Consumer Trust 4.02 1.48 .48** .55** (.90) 

4. Purchase Intention 4.50 1.39 .42** .40** .61** (.88) 

Note: Diagonal (in bold) contains the square root of the Average Variance Extracted 
(AVE). ** p < .01 (2-tailed). 

The correlation matrix in Table 2 provides preliminary support for our hypotheses. 
All latent variables were significantly and positively correlated in the expected 
directions. Notably, both Perceived Personalization and Perceived Data Transparency 
showed strong positive correlations with Consumer Trust, which in turn was strongly 
correlated with Purchase Intention. 

4.2. Structural Model and Hypothesis Testing 

Following the successful validation of the measurement model, the hypothesized 
structural model was tested. The model demonstrated an excellent fit to the data, with 
fit indices comfortably meeting all conventional standards: χ²(99) = 194.5, p < .001; 
CMIN/DF = 1.96; CFI = .97; TLI = .96; RMSEA = .050. This indicates that the theoretical 
structure proposed in Figure 1 provides a strong representation of the relationships 
within the observed data. The model was able to explain a substantial amount of 
variance in the endogenous variables: 48.7% of the variance in Consumer Trust (R² = 
.487) and 37.2% of the variance in Purchase Intention (R² = .372). 

The standardized path coefficients and the results of the hypothesis tests are 
presented in Table 3. In support of H1, Perceived Personalization had a strong, 
positive, and highly significant effect on Consumer Trust (β = .35, p < .001). Similarly, 
supporting H3, Perceived Data Transparency also had a strong, positive, and highly 
significant effect on Consumer Trust (β = .42, p < .001). It is noteworthy that the 
standardized coefficient for transparency was slightly larger than that for 
personalization, suggesting it is a marginally more powerful driver of trust in this 
context. In support of H4, Consumer Trust was a very powerful predictor of Purchase 
Intention (β = .58, p < .001). 

To test for mediation (H5 and H6), we first examined the direct paths from the 
independent variables to the dependent variable in an alternative model. The direct 
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path from Perceived Personalization to Purchase Intention (testing H2) was non-
significant (β = .07, p = .238). Similarly, the direct path from Perceived Data 
Transparency to Purchase Intention was also non-significant (β = .03, p = .589). The 
lack of significant direct effects when the mediator is included in the model is 
indicative of full mediation. H2 was therefore not supported, suggesting 
personalization does not directly drive purchase intention. 

The bootstrapping analysis confirmed these findings. The indirect effect of Perceived 
Personalization on Purchase Intention via Consumer Trust was significant (Indirect 
Effect = .20; 95% CI [.14, .27]), providing strong support for H5. Likewise, the indirect 
effect of Perceived Data Transparency on Purchase Intention via Consumer Trust was 
also significant (Indirect Effect = .24; 95% CI [.17, .32]), supporting H6. The results 
collectively indicate that Consumer Trust fully mediates the influence of both 
personalization and transparency on purchase intention. 

Table 3. Structural Equation Model (SEM) Path Coefficients (N=450) 

Hypothesized Path Hypothesis 
Standardized 
β 

Std. 
Error 

p-
value 

Result 

Main Effects 

Perc. Personalization → 
Consumer Trust 

H1 .35 .051 < .001 Supported 

Perc. Data 
Transparency → 
Consumer Trust 

H3 .42 .048 < .001 Supported 

Consumer Trust → 
Purchase Intention 

H4 .58 .060 < .001 Supported 

Direct Effects (for Mediation Check) 

Perc. Personalization → 
Purchase Intention 

H2 .07 .059 .238 
Not 
Supported 

Perc. Data 
Transparency → 
Purchase Intention 

-- .03 .055 .589 
Not 
Significant 

 
 
Indirect Effects (Bootstrapping) 
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Hypothesized Path Hypothesis 
Standardized 
β 

Std. 
Error 

p-
value 

Result 

Effect 95% CI 

Personalization → Trust 
→ Purchase Int. 

H5 .20 [.14, .27] Supported 

Transparency → Trust 
→ Purchase Int. 

H6 .24 [.17, .32] Supported 

Note: Model Fit: CMIN/DF = 1.96, CFI = .97, TLI = .96, RMSEA = .050. 

5. Discussion

5.1. Interpretation of Findings in a Social Context 

This study set out to empirically test a model of trust formation in the digital economy, 
moving from the conceptual challenges of data science (Chkoniya, 2021) to a 
quantitative analysis grounded in social theory. The findings provide a clear and 
compelling narrative: in the complex and often opaque system of e-commerce, 
consumer trust is the central currency. This trust is built upon two complementary 
pillars: the perceived competence of the system (signaled by effective 
personalization) and its perceived integrity (signaled by genuine transparency). 
Crucially, it is this trust, not the data strategies themselves, that directly drives 
behavioral intention. 

The strong support for H1 and H3 confirms that both personalization and 
transparency are vital. However, the finding that Perceived Data Transparency (β = 
.42) was a slightly stronger predictor of trust than Perceived Personalization (β = .35) 
is particularly significant. This suggests that in the calculus of trust, consumers may 
weigh signals of integrity more heavily than signals of competence. In a "risk society" 
(Beck, 1992), where individuals feel vulnerable to the actions of powerful, remote 
systems, assurances of ethical conduct and accountability may be more reassuring 
than demonstrations of functional efficiency. This empirically validates the notion 
that transparency is not merely a legal or ethical obligation but a core strategic asset 
for building the system trust necessary for a functioning digital market (Li & Li, 2023). 

Furthermore, the discovery of full mediation (supporting H5 and H6 while rejecting 
H2) is a key contribution. The fact that neither personalization nor transparency had 
a direct, significant effect on purchase intention powerfully refutes a simplistic, 
transactional view of data-driven marketing. These strategies do not directly "buy" a 
purchase; they earn the trust that makes a purchase possible. This elevates trust from 
a "soft" metric to the central, non-negotiable mechanism in the consumer 
relationship. This aligns with Giddens' (1991) work on system trust, suggesting that 
before individuals will engage with an abstract system, they must have a foundational 
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belief in its reliability and fairness. Our model provides an empirical illustration of 
this process in action. 

5.2. Theoretical Implications 

This study makes several important contributions to theory. First, it provides a 
tangible, empirically validated model that quantifies the social dynamics of trust in 
the context of surveillance capitalism. It moves the discussion from broad critiques 
(Zuboff, 2019) to a testable model of how specific corporate actions (personalization 
and transparency) influence the micro-level psychological states (trust) that mediate 
consumer behavior. 

Second, our model offers a nuanced, data-driven perspective on the "privacy 
paradox." It suggests that consumers are not being irrational when they trade data for 
personalized services. Instead, they are engaging in a trust-based negotiation. The 
model shows that personalization and transparency are not mutually exclusive; they 
work in concert. When a consumer trusts a firm—because it is both competent 
(personalized) and honest (transparent)—they are willing to participate in the value 
exchange. When transparency is low, however, the risk of exploitation becomes too 
high, personalization is reframed as "creepy" surveillance, the trust link is broken, and 
purchase intention is extinguished. This frames the paradox not as a failure of 
consumer logic, but as a rational response to varying levels of system trustworthiness. 

Third, by integrating constructs from marketing, information systems, and sociology, 
this study helps to bridge disparate literature streams. It connects the macro-level 
theories of Giddens and Luhmann on system trust with the micro-level empirical 
realities of consumer behavior in e-commerce, demonstrating how broad social forces 
are manifested in individual decision-making. 

5.3. Practical Implications for an Ethical Digital Economy 

The findings offer clear, actionable guidance for creating more trustworthy and 
sustainable digital ecosystems, moving beyond a narrow focus on conversion 
optimization. 

1. Champion Transparency as a Core Value Proposition: Data transparency 
should not be a compliance afterthought relegated to the legal department. It 
should be a central pillar of a company's brand identity and marketing 
communications. Companies should invest in creating clear, accessible 
privacy dashboards, writing human-readable data policies, and proactively 
explaining the "why" behind their data collection. Our data shows this builds 
trust even more effectively than a perfectly tuned recommendation algorithm. 

2. Adopt a "Glass Box" Approach to Data Science: The optimal strategy is not 
a "black box" algorithm that is highly effective but completely opaque. 
Marketers and data scientists must collaborate to design systems that are 
both personalized and explainable. This means developing models whose 
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logic can be communicated to users, giving them a genuine sense of 
understanding and control. 

3. Measure and Optimize for Trust: The primary Key Performance Indicator 
(KPI) for data-driven teams should not be click-through rates, but consumer 
trust. Our model demonstrates that trust is the lead indicator of future 
revenue (via purchase intention). Firms should develop metrics to regularly 
survey and track consumer trust as their most critical asset, treating any 
decline as a serious business risk. 

5.4. Broader Social and Policy Implications 

Beyond corporate strategy, our findings have implications for broader societal 
debates on data governance. First, they underscore the importance of digital literacy. 
For transparency to be effective, consumers must have the capacity to understand the 
information presented to them. Policy efforts should focus not only on mandating 
disclosure but also on public education initiatives that empower citizens to make 
informed choices about their data. 

Second, the results provide a market-based argument for stronger data ethics. They 
show that ethical behavior, in the form of genuine transparency, is not just "the right 
thing to do" but is also commercially prudent. This can help shift the corporate 
mindset from one of grudging compliance to one of proactive, trust-based 
differentiation. This aligns with calls for "privacy by design" and "ethics by design" in 
the development of new technologies. 

Finally, the study suggests that while regulations like GDPR provide an essential 
foundation, they are not a panacea. The law can mandate the provision of information, 
but it cannot mandate the creation of trust. Trust must be earned through consistent, 
ethical, and consumer-centric practices. Future policy discussions could explore ways 
to incentivize and reward firms that go beyond the letter of the law to build genuinely 
trustworthy digital environments. 

6. Conclusion 

6.1. Principal Contribution 

This research began by framing the rise of data science within the broader social 
context of a risk society, where system trust is paramount. By designing and 
empirically validating a structural model, this study has moved from conceptual 
critique to quantitative evidence. The principal contribution is the robust 
demonstration that consumer trust is the central, mediating variable that determines 
the success of data-driven commercial strategies. We have shown that this trust is a 
dual-component construct, built not only by the functional benefits of data 
(personalization) but even more so by the ethical communication of its use 
(transparency). For business leaders, policymakers, and social scientists, the message 
is clear: the path to a sustainable digital economy is not through more powerful 
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algorithms alone, but through the deliberate cultivation of system trust. In the digital 
age, transparency is not the adversary of innovation; it is its most critical enabler. 

6.2. Limitations and Future Research 

While this study provides robust findings, it is not without limitations. First, its cross-
sectional design establishes strong correlational relationships but cannot definitively 
infer causality. Future research should employ experimental designs, manipulating 
levels of personalization and transparency in controlled settings to provide causal 
evidence for the proposed model. Second, the study relies on self-reported purchase 
intention as a proxy for actual behavior. While intention is a strong predictor of 
behavior, it is not a perfect one. Future studies could seek to partner with e-commerce 
firms to use actual behavioral data, or employ longitudinal designs to track how 
changes in a company's data policies over time affect both trust and actual purchasing 
patterns. 

Third, while the European sample provides valuable insights into a GDPR-regulated 
environment, the findings may not generalize to other cultural or regulatory contexts, 
such as the United States or China. Cross-cultural comparative research would be a 
valuable next step to explore how these trust dynamics vary across different societal 
norms and legal frameworks. Finally, the model could be expanded to include other 
important social constructs, such as perceived fairness of algorithms, the impact of 
data breaches on system trust, or the role of AI-driven customer service in the trust-
building process. 
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