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Abstract

The most practical and fastest way to access information in today's world is
via the internet. Thanks to the internet, the necessary information can be
reached in a short time. Nevertheless, in addition to the benefits of the
internet, it can also pose risks for users. For this reason, it is important to
increase the level of awareness of individuals against threats that may occur
in the cyber network. Sports organizations, like other sectors, process
sensitive personal data and may face cyber attacks. It is important to
determine the cyber security behaviors of the students of the faculty of sport
sciences, who will be taking part in different careers in sports in the future,
and so to contribute to the students' development in this regard. In this study,
the cyber security-related behaviors of the faculty of sport sciences students
were examined in terms of gender, age, frequency of internet usage, frequency
of monthly purchases of products or services over the internet, and level of
knowledge about cyber security. The “Personal Cyber Security Provision
Scale” developed by Erol and associates (2015) was used as a data collection
tool. For this reason, ANOVA and Independent Samples t-Test were used to
investigate the significant differences between the scale scores and the
variables. According to the findings of the study, students' behaviors related
to cyber security differ according to gender, daily internet usage, monthly
product or service purchase frequency, and knowledge level about cyber
security. The age variable, on the other hand, does not affect cyber security
behaviors. According to the results obtained from the Personal Cyber Security
Ensuring Scale, the students of the faculty of sport sciences have high cyber
security awareness. However, it is seen that they have lower scores from the
factors of “Take Precautions” and "Privacy Protection” compared to other
factors on the scale. Therefore, it is important for students to be informed
about cyber security practices, what kind of precautions they should take in
this regard, and how they can learn about improvements in this field to create
cyber security awareness.

Keywords: Sport, the faculty of sport sciences students, cyber security, information
management training, internet
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Introduction

The world is being reshaped by technological developments, and this change affects
the lives of individuals. Nowadays, people perform many activities virtually, and the
use of information technologies and the internet is encountered in almost every
aspect of our lives.

The rapid development of information and communication technologies, especially in
recent years, and the fact that they have become easily accessible to individuals have
played an important role in the widespread use of the internet (Yigit and Seferoglu,
2019). The most practical and fastest way to access information in today's world is
via the internet. The necessary information can thus be accessed in a short time. The
internet provides great convenience in diverse areas such as education, banking
transactions, shopping, entertainment and many others.

The usage of the internet, which is such an integral part of our lives, is also increasing.
While the internet provides many benefits to people's lives, it also brings some
innovations and changes (Bayzan, 2013). According to the “Information and
Communication Technology (ICT) Usage Survey on Households and Individuals”
conducted by the Turkish Statistical Institute (TUIK), the daily internet usage of
individuals aged 16-74 was 82.6% in 2021. This value was determined at 79% in the
previous year.

Improvements, such as rapid widespread internet access, computers becoming a
portable technology and the use of mobile phones as computers with the help of
software, have now brought about a transformation in the communication habits of
individuals, and new problems have emerged, even though the internet shortens
distances between people (Karakaya and Yetgin, 2020). The internet can create
addiction, thanks to the convenience and opportunities it provides and the sense of
freedom it creates in people. In addition to the benefits of the internet, it can also pose
risks for users.

On the one hand, people can obtain information easily through widespread internet
access. On the other hand, the loss or alteration of the information they already hold
may occur. In particular, sharing files over the internet or some risky attitudes of
shoppers can affect both themselves and all employees in the business where they
work, in terms of information security.

In addition to its positive benefits, the internet can negatively affect its users,
especially children and young adults. Just as there are criminals in the real world, the
internet also contains its own criminals. Information shared on the internet can be
used for fraudulent purposes. The internet negatively affects social life due to issues
such as “obscenity”, “online fraud”, and “virtual gambling”. Another negative
consequence caused by the internet is internet addiction, which occurs due to
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unconscious and uncontrolled use of the internet. People are left in a dilemma
between participating in the virtual and real worlds due to this addiction.
Furthermore, various crimes bracketed as “cyber crimes”, such as unauthorized
access to computer systems and services, fraud and forgery, the use of unauthorized
software, the use of computer systems by illegal organizations and threats from them
are dangerous situations that have entered our lives through the internet (Bayzan,
2013).

The risks arising from internet usage can negatively affect the users both mentally
and physically, as well as socially and financially. While negative factors such as
“viruses”, “unwanted messages (spam)”, and “ad fraud” are directly technology-
focused, threats such as cyberbullying, privacy violation, and terrorism are non-

technology-related risks (Erol et al., 2015).

Sharing all kinds of information on different platforms in social media has made the
information belonging to individuals and organizations prone to certain dangers in
terms of confidentiality and integrity. For this reason, the importance of information
security is increasing day by day. Thus, it is necessary for both individuals and
institutions to take more precautions against these risks that may arise from the
internet. The most important precaution may well be informing and raising
awareness of individuals about cyber security (Karakaya and Yetgin, 2020).

The word cyber is used to express concepts covering computers and their networks.
Today, cyber security has become an important concept in national security
strategies. With the continuous development in technology, improvements in cyber
security happen very quickly. For this reason, it is important to increase the level of
awareness of individuals against threats that may occur in the cyber network (Aslay,
2017). The low awareness of internet users about cyber security, their carelessness,
and negligence while surfing the internet, may allow for cyber crime and harm people.
For these reasons, the importance of cyber security has emerged (Yigit and Seferoglu,
2019).

When the literature is examined, it is seen that there are many studies on cyber
security and threats on the internet (Yavanoglu et al., 2012; Lang et al., 2009; Nagy
and Pecho, 2009; Kasikgi et al.,, 2014; Karaoglan Yilmaz et al., 2014; Ogiitcii, 2010;
Furnell et al., 2005; Demirel et al,, 2012; Yigit and Seferoglu, 2019; Avci and Orug,
2020). Like other sectors, the sports sector is also affected by technological
developments. In the report named The Cyber Threat to Sports Organizations, it is
stated that at least 70% of the sports clubs interviewed have encountered a cyber
attack at least once. Sports clubs and organizations process a significant amount of
sensitive personal data and conduct many financial transactions each year. Moreover,
almost every sports organization has a web page and can keep customer and
personnel records digitally (https://www.ncsc.gov.uk/files/Cyber-threat-to-sports-
organisations.pdf). From this point of view, technology is used intensively in the
sports sector, as it is in other sectors.

116


https://www.ncsc.gov.uk/files/Cyber-threat-to-sports-organisations.pdf
https://www.ncsc.gov.uk/files/Cyber-threat-to-sports-organisations.pdf

ISSN 2601-8616 (print) European Journal of January - June 2022
ISSN 2601-8624 (online) Education Volume 5, Issue 1

[t is important to determine the cyber security behaviors of the sports science faculty
students, who will be taking part in different careers in sport in the future, and in this
way to contribute to the students' development in this regard. Therefore, this study
aimed to determine the cyber security behaviors of the students of the Faculty of
Sport Sciences. The research questions guiding the study are as follows:

What are the personal cyber security behavior levels of the students of the faculty of
sport sciences?

Do these students' personal cyber security behavior levels differ significantly
according to various demographic characteristics (gender, age, daily internet usage,
frequency of monthly purchases of products or services over the internet, and level of
knowledge about cyber security)?

Methodology
Research Model

The study was carried out using the cross-sectional survey method, one of the
quantitative research methods. According to Biiyiikoztiirk and associates (2020), in
this method, data is collected to determine certain characteristics belonging to a
group. This study aims to determine the cyber security-related behaviors of the
students of the Faculty of Sport Sciences. Ethics committee approval for the study was
obtained from Istanbul University Social and Human Sciences Research Ethics
Committee dated 14.09.2021 and numbered E-35980450-663.05-466515.

Participants

Participants were determined according to the convenient sampling method, which
is one of the non-random sampling methods. In convenience sampling, participants
are selected from people who can be easily accessed and applicable units due to such
limitations as time and workforce (Biiyiikoztiirk et al, 2020). The study sample
consisted of 221 people who are continuing their education in sport sciences faculties
of various universities.

Data Collection

The “Personal Cyber Security Provision Scale” developed by Erol and associates
(2015) was used as a data collection tool. This scale consists of 5 factors and 25 items.
These factors are named as “Privacy Protection”, “Avoiding Unsafe”, “Take
Precautions”, “Protection Payment Information” and “Left No Trace”. Items are
evaluated on the 5-Point Likert scale (1-Never, 2-Rarely, 3-Sometimes, 4-Often, 5-
Always). Items 5,7, 12,13, 17,18, 19, 20, 24, 25 in the scale were included as reverse

items. The Cronbach's alpha for the overall scale was calculated as 0.921.
Data Analysis

The data obtained with the Personal Cyber Security Ensuring Scale were analyzed
using SPSS 28. It was determined that data are normally distributed (Kurtosis: -0.410,
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Skewness: -0.379). For this reason, ANOVA and Independent Samples t-Test were
used to investigate the significant differences between the scale scores and the
variables of gender, age, daily internet usage, frequency of monthly purchases of
products or services over the internet, and the level of knowledge about cyber
security. The statistical significance level of the study was determined as p<0.05.
Findings

The findings of the study are given in the tables below.

Table 1: Demographic Characteristics of Participants

Variables Group Frequenc %
y

Gender Female 119 53.8
Male 102 46.2

Age 18-19 41 18.6
20-21 86 38.9
22-23 69 31.2
24-25 25 11.3

Daily internet usage Less than 1 hour 73 33.0
1-2 hour/s 50 22.6
3-4 hours 58 26.2
5 hours or more 40 18.2

Frequency = of  monthly None 15 6.8

purchases of products or .

services over the internet 1-2 time/s 74 335
3-4 times 82 37.1
5-6 times 47 21.3
7 times or more 3 14
No knowledge 5 2.3

Level of knowledge about

cyber security Low 49 22.2
Moderate 67 30.3
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High 68 30.8
Advanced 32 14.5

When the participants' scores on the Personal Cyber Security Ensuring Scale were
analyzed in terms of the whole scale and the sub-dimensions, the findings in Table 2
were reached.

Table 2: The Scores of the Participants on the Personal Cyber Security Ensuring Scale

Overa Privacy Avoiding Take Protection Left No
11 Protection Unsafe Precaution Payment  Trace
Scale s Informatio
n
Mean 428 398 4.40 3.80 4.42 4.38
Min. 333 340 3.25 3.00 2.50 3.25
Max. 5.00 5.00 5.00 5.00 5.00 5.00

According to these findings, the average score of the participants on the overall scale
is 4.28, from the dimension of protecting personal privacy 3.98, from the dimension
of avoiding untrustworthy sites 4.40, from the dimension of taking precautions 3.80,
from the dimension of protecting payment information 4.42, and from the dimension
of leaving no traces 4.38.

Table 3: Statistical Analysis Results Between Participants' Scale Scores and Gender

Gender Number Mean Std. Deviation t p
Female 119 109.4286 8.99677 1.710 0.044
Male 102 107.1765 10.58058
*p < 0.05

The relationship between the scale scores of the participants and their gender was
examined with the Independent Samples t-Test. The results are indicated in Table 3.
Accordingly, it was determined that there was a significant difference (p<0.05)
between the gender variable and the scale scores.
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Table 4: Statistical Analysis Results Between Participants' Scale Scores and Ages

Age Number Mean Std. Deviation F p
18-19 41 108.1707 10.68387 0.664 0.575
20-21 86 108.6512 9.99149

22-23 69 107.4058 9.48423

24-25 25 110.5600 8.60271

The relationship between the scale scores and the ages of the participants was
examined with the ANOVA, and the results are shown in Table 4. No significant
difference was found between the ages and scale scores of the participants (p > 0.05).

Table 5: Statistical Analysis Results between Participants' Scale Scores and Daily
Internet Usage

Frequency of Internet No. Mean Std. Deviation F p
Usage
Less than 1 hour 73 116.013 5.14105 106.600 0.001
7
1-2 hour/s 50 113.620 5.24070
0
3-4 hours 58 101.069 7.05085
0
5 hours or more 40 7.94516
98.5500
p <0.05

The relationship between the scale scores of the participants and their daily internet
usage was examined with the ANOVA. The results can be seen in Table 5. A significant
difference was found between the participants' daily internet usage and scale scores
(p < 0.05). Findings of the Post Hoc Scheffe test are shown in Table 6.
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Table 6: The Post Hoc Scheffe Test Results between Scale Scores of Participants and
Daily Internet Usage

Groups Groups Mean Difference Std. Sig.

(D ()] (I-ND Deviation

Less than 1 1-2 hour/s 2.39370 1.15191 0.232

hour
3-4 hours 14.94473* 1.10375 <0.001
5 hours or 17.46370* 1.23441 <0.001
more

1-2 hour/s Less than 1 hour -2.39370 1.15191 0.232
3-4 hours 12.55103* 1.21094 <0.001
5 hours or 15.07000* 1.33112 <0.001
more

3-4 hours Less than 1 -14.94473* 1.10375 <0.001
hour
1-2 hour/s -12.55103* 1.21094 <0.001
5 hours or more 2.57897 1.28967 0.285

5 hours or Less than 1 -17.46370* 1.23441 <0.001

more hour
1-2 hour/s -15.07000* 1.33112 <0.001
3-4 hours -2.51897 1.28967 0.285

p <0.05

According to Table 6, there is a significant difference between the scale scores of the
users whose daily internet use is less than 1 hour and 1-2 hours, and the scale scores
of those who use the internet for 3-4 hours and 5 hours or more.
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Table 7: Statistical Analysis Results between Scale Scores of Participants and
Frequency of Monthly Purchases of Products or Services Over The Internet

Frequency of Monthly No. Mean Std. Deviation F p
Purchases of

Products or Services

Over The Internet

None 15 117.4667 3.50238 27.983 0.001
1-2 time/s 74 114.2838 6.31050
3-4 times 82 106.0488 9.98753
5-6 times 47 101.0638 7.50769
7 times or more 3 96.3333  9.23760
p<0.05

The relationship between the scale scores of the participants and the frequency of
monthly purchases of products or services over the internet was examined with the
ANOVA test, and the results are given in Table 7. A significant difference was found
between the monthly frequency of purchasing products or services and the scale
scores of the participants (p< 0.05). Findings of the Post Hoc Scheffe test are shown
in Table 8.

Table 8: The Post Hoc Scheffe Test Results between Scale Scores of Participants and
Frequency of Monthly Purchases of Products or Services over the Internet

Groups Groups Mean Difference Std. Sig.

0 0 (I-D Deviation

None 1-2 time/s 3.18288 2.27331 0.743
3-4 times 11.41789* 2.25454 <0.001
5-6 times 16.40284* 2.38082 <0.001
7 times ormore 21.13333* 5.07756 0.002

1-2 times None -3.18288 2.27331 0.743
3-4 times 8.23500* 1.28725 <0.001

122



ISSN 2601-8616 (print) European Journal of January - June 2022

ISSN 2601-8624 (online) Education Volume 5, Issue 1

5-6 times 13.21995* 1.49745 <0.001
7 times or more 17.95045* 4.72818 0.007

3-4 times None -11.41789* 2.25454 <0.001
1-2 time/s -8.23500* 1.28725 <0.001
5-6 times 4.98495* 1.46880 0.024
7 times or more  9.71545 471918 0.377

5-6 times None -16.40284* 2.38082 <0.001
1-2 time/s -13.21995* 1.49745 <0.001
3-4 times -4.98495* 1.46880 0.024
7 times or more 4.73050 4.78080 0.913

7 times or more None -21.13333* 5.07756 0.002
1-2 time/s -17.95045* 4.72818 0.007
3-4 times -9.71545 4.71918 0.377
5-6 times -4.73050 4.78080 0.913

p<0.05

When Table 8 is examined, there is a significant difference between the scale scores
of the participants who do not purchase products or services over the internet and
those who purchase 1-2 times a month, and the scale scores of the participants who
purchase products or services 3-4, 5-6, and 7 or more times a month. The scale scores
of the participants who do not buy products or services over the internet and who
make purchases 1-2 times a month are significantly higher than the scale scores of the
other participants.
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Table 9: Statistical Analysis Results between Scale Scores and Level of Knowledge
about Cyber Security

Level of Knowledge about No Mean Std. Deviation F p
Cyber Security
No knowledge 5 100.000 7.96869 61.394  0.00
0 1
Low 49 99.4898 6.48435
Moderate 67 104.179 8.72114
1
High 68 115.514 4.94294
7
Advanced 32 117.000 5.57066
0
p <0.05

The relationship between the scale scores of the participants and level of knowledge
about cyber security was examined with the ANOVA, and the results are given in Table
9. Accordingly, a significant difference was found between the level of knowledge
about cyber security and their scale scores (p < 0.05). Findings of the Post Hoc Scheffe
test are shown in Table 10.

Table 10: The Post Hoc Scheffe Test Results between Scale Scores of Participants and
Level of Knowledge about Cyber Security

Groups Groups Mean Std. Sig.
Difference (I-]) Deviation
(M 0
No knowledge Low 0.51020 3.17694 1.000
Moderate -4.17910* 3.13718 0.017
High -15.51471* 3.13557 <0.001
Advanced -17.00000* 3.25414 <0.001
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Low No knowledge -0.51020 3.17694 1.000
Moderate -4.68931* 1.27200 0.010
High -16.02491* 1.26805 <0.001
Advanced -17.51020%* 1.53803 <0.001
Moderate No knowledge 4.17910* 3.13718 0.017
Low 4.68931* 1.27200 0.010
High -11.33560* 1.16485 <0.001
Advanced -12.82090* 1.45412 <0.001
High No knowledge 15.51471* 3.13557 <0.001
Low 16.02491* 1.26805 <0.001
Moderate 11.33560* 1.16485 <0.001
Advanced -1.48529 1.45066 0.902
Advanced No knowledge 12.00000%* 3.25414 <0.001
Low 17.51020* 1.53803 <0.001
Moderate 12.82090* 1.45412 <0.001
High 1.48529 1.45066 0.902
p<0.05

There is a significant difference between the scale scores of the participants who state
that they do not have knowledge about cyber security or have little knowledge, and
the scale scores of those who state that they have moderate, high or advanced
knowledge. The scale scores of the participants who have little or no knowledge about
cyber security are significantly lower than those of the other participants. The scale
scores of the participants who state that they have moderate knowledge about cyber
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security are significantly lower than the scale scores of the participants who state that
they have high or advanced knowledge about cyber security.

Discussion and Conclusion

Nowadays, the internet is a necessity that we benefit from in our daily lives in many
areas such as accessing and sharing information, communication and shopping. In
addition to the conveniences provided by the internet, people are faced with some
cyber risks and threats over the internet.

In this study, the cyber security-related behaviors of the students of the faculty of
sport sciences were examined in terms of gender, age, daily internet usage, frequency
of monthly purchases of products or services over the internet, and how they define
their level of knowledge about cyber security. According to the findings of the study,
the students' behaviors related to cyber security differ according to gender, daily
internet usage, monthly product or service purchase frequency, and knowledge level
about cyber security. The age variable, on the other hand, does not affect cyber
security behaviors.

According to the results obtained from the Personal Cyber Security Ensuring Scale,
the total scores of the students of the faculty of sport sciences were found to be high
(4.28 points out of 5). While the factor with the highest average was “Protection
Payment Information” (mean score 4.42), the factor with the lowest average was
“Take Precautions” (mean score 3.80). Therefore, it is possible to say that students
exhibit behaviors related to cyber security in their daily lives. This finding is similar
to some studies in the literature (Avci and Orug, 2020; Karaci, Akyiiz and Bilgici, 2017;
Yigit and Seferoglu, 2019). It is seen that the students consider especially important
the categories “Protection Payment Information” and “Avoiding Unsafe”. On the other
hand, students pay the least attention to “Take Precautions”. Thus, it is important to
increase the participants' awareness about taking precautions.

Another result of this research is that students' cyber security behaviors differ
depending on gender. Female students have more positive cyber security behavior
than male students. In the literature, some studies found that cyber security behaviors
do not differ in terms of gender (Karaci, Akytiz and Bilgici, 2017; Subramaniam, 2017;
Yigit and Seferoglu, 2019; Yan et al.,, 2018), but in the studies conducted by Akgiin and
Topal (2015), Kinay (2012) and Topgu (2008), male students took more risks than
female students in matters related to security. In addition, according to Tekerek and
Tekerek (2013), female students were more aware of information security than male
students. Likewise, in a study conducted by Mart (2012), women were aware of the
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dangers they may face compared to men in terms of information security. The
differences between the results of the studies may be due to the fact that the studies
were conducted on different groups. In addition, it would be useful to conduct
qualitative research about the main factors behind these differences.

According to the results of this study, students' cyber security behaviors do not differ
depending on age. The obtained finding is similar to the study conducted by Gokmen
and Akgiin (2015).

The study also investigated the effect of students' daily internet use on cyber security
behaviors. According to the findings, students' cyber security behaviors differ
depending on time spent online. According to this, the scale scores of the users whose
daily internet use is less than 1 hour or 1-2 hours are significantly higher than the
scale scores of the participants who use the internet for 3-4 hours or 5 hours or more.
Based on this result, it can be said that students with low daily internet usage time
have higher cyber security awareness. In a similar study conducted by Yigit and
Seferoglu (2019), no significant difference was found between students' cyber
security behaviors and the time spent on the internet. In another study, the awareness
of the group that uses the internet more than the average and ethical awareness are
negatively correlated (Akgiin and Topal, 2012). These results may be due to the fact
that the studies were conducted on different groups. In addition, for what purpose the
participants use the internet and which websites they spend time on are also issues
that need to be emphasized.

In this article, the frequency of monthly purchases of products or services over the
internet, and the cyber security behaviors of the participants differed. The scale
scores of the participants who do not buy products or services over the internet and
those who make purchases 1-2 times a month are significantly higher than the scale
scores of the other participants. This result is consistent with the findings of the
analysis regarding the duration of internet use, which is another variable of the study.
In addition, considering that the students of the faculty of sport sciences participating
in the study are weak in the factors of “Take Precautions” and “Privacy Protection”,
compared to the other factors on the scale, the importance of the cyber security
behaviors of the participants in online shopping emerges.

According to the findings of the study, the scale scores of the participants who stated
that they have knowledge about cyber security is high. This shows that the
participants' level of cyber security knowledge affects their awareness and is
reflected in their behaviors. In the literature, the importance of raising awareness on
an individual basis is mentioned, as well as the precautions that can be taken in terms
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of technology to ensure cyber security (Keser and Giildiren, 2015; Sahinaslan,
Kandemir and S$ahinaslan, 2009; Shaw, Chen, Harris and Huang, 2009). In addition,
attention is drawn to the importance of the human factor in exposure to cyber attacks,
and it is stated that human error is an important factor in the negative results of these
attacks. (Anwar et al.,, 2017; Ogiitcii, Testik and Chouseinoglou, 2016; Sasse, Brostoff
and Weirich, 2001;Yan et al.,, 2018). For this reason, increasing the awareness of
individuals about cyber security through training has an important role in reducing
the effects of cyber risks.

According to the results of the study, it is possible to say that the students of the
faculty of sport sciences have high cyber security awareness based on the scores they
get from the scale. However, it is seen that they are weak in the dimensions of taking
precautions and protecting personal privacy compared to other dimensions of the
scale. In today's world, where rapid changes are experienced in technological
developments, it is important to inform students about cyber security practices, what
kind of precautions they should take in this regard and how they can follow the
developments in this field to create cyber security awareness. For the students of the
faculty of sport sciences, who will take part in different application areas of sports in
the future, in order to have enough information about the risks they may encounter
during their use of the internet and how they can manage these risks, training can be
provided or courses related to cyber security can be placed in the curriculum.

Suggestions can be made for future studies in this area. It should be noted that this
study is limited to 221 students and a data collection tool. It is possible to conduct
more in-depth studies with larger samples. In addition, studies can be conducted to
determine the needs and expectations of students regarding cyber security in the field
of sports.
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